Felipe Sartore Perez de Azevedo
INFORMATION SECURITY ANALYST & SOFTWARE DEVELOPER

+55 13 997010843 - felipesartore@yahoo.com.br - linkedin.com/in/felipe-sartore - S&o Paulo, SP — Brazil

SUMMARY

Information Security Analyst and Software Developer with experience in Fullstack development and a focus
on DevSecOps. Seeking roles in security engineering, risk analysis, or SOC, integrating security into the
development lifecycle and mitigating vulnerabilities in Cl/CD pipelines. Primary languages: Python,
JavaScript, and Java. Background in secure API development, microservices, hardening, cloud security, log
analysis, incident response, and compliance with OWASP and NIST.

EXPERIENCE

BRQ — Santander Aug 2025 — Apr 2026

Software Developer - Sao Paulo, SP

Optimized document parameterization senices using Java and Spring. Developed proxy systems to unify
communication with the parameterization authority. Delivered improvements via Java code optimization and
conversion of stored procedures to native PostgreSQL queries, backed by robust test suites.

Java 11, Java 17, Spring Boot, Jenkins, PostgreSQL, GitHub Actions, Apache Kafka

MJV — Bradesco Nov 2024 — Apr 2025

Software Developer - Séo Paulo, SP

Built and maintained RESTful APIs for Automotive Insurance systems using Java 11/17 and Spring Boot. Developed
manual and automated tests with Postman and JUnit, and delivered technical solutions for client challenges.

Java 11, Java 17, Spring Boot, Hibernate, JUnit, DB2, Bitb ucket

Runtalent — C&APay May 2024 — Jul 2024

Software Developer - Sao Paulo, SP

Created and maintained RESTful APIs for banking senices with Java 21 and Spring Boot. Used Docker for portable
environments across cloud providers. Wrote automated tests for APIs and Ul using Postman, JUnit, and proprietary
Angular 8 frameworks.

Java 21, Angular 8, Spring Boot, Hibernate, JUnit, PostgreSQL, Docker, AWS, Azure

IBM Feb 2022 — Jan 2024
Software Developer / DevSecOps - Sdo Paulo, SP

Worked in DevSecOps across Unix and Windows environments with focus on security, automation, and compliance.
Performed log analysis, SQL error mitigation, and incident response. Developed secure microsenices and RESTful
APIs applying OWASP Top 10 protections. Built CI/CD pipelines with Jenkins, Docker, and Kubernetes. Applied
Scrum/Kanban and IT governance (COBIT 5).

Java 11/17, Spring Boot, Node js, Jenkins, Docker, Kubernetes, AWS, Azure, DB2, SQL/NoSQL

Freelancer Jan 2021 — Dec 2021

Security-focused Full-stack Developer - Remote

Secured APIs through robust authentication, access control, data encryption, and OWASP Top 10 mitigations.
Diagnosed complex security and performance issues. Managed project scope, timelines, and deliverables with
security embedded from day one.

Java, JavaScript, Spring Boot, Node.js, OpenVAS, Nessus, BurpSuite, Grafana, Prometheus, RabbitMQ


https://www.linkedin.com/in/felipe-sartore/

Emer Equipamentos Apr 2020 — Dec 2021

Software Dewveloper - Praia Grande, SP

Designed custom WordPress plugins hardened against code injection, XSS, and CSRF. Built secure search and
filtering features. Delivered a scalable product catalogue with caching, query optimization, and load balancing.

HTMLS5, Bootstrap, WordPress, JavaScript, Node.js, Java, PHE, MySQL, SEO

EDUCATION

Masters — Strategic Management in Information Technologies
Universidad Europea del Atlantico - Feb 2026 — Present

Postgraduate — Software Engineering
UniAlphaville - Jun 2024 — Dec 2024

Technologist — Cyber Defense
FIAP - Feb 2021 — Dec 2023

Technical Certificate — Computer Science
Etec de Praia Grande - Jan 2017 — Dec 2019

CERTIFICATIONS LANGUAGES

- Cisco CyberOps Associate — Cisco — Portuguese — Native
- Certified Network Security Specialist — ICSI — English — Fluent

- IT Support Professional Certificate — Google — French — Basic

— Libras — Basic



